
Vibert Solutions

Practical Industrial Cyber Security
Improvements Workshop.

Improvement Strategies, Project Engagement Approaches and Integrated Security & Safety.

linkedin.com/in/vibertprofile

Cevn@Vibertsolutions.com  www.vibertsolutions.com  +44 (0)7909 992786

//twitter.com/cevnv



Vibert Solutions

This Workshop…..
Cevn and Ade

• Practical Industrial Improvements Programmes Introduction.
• Lightning Workshop – Create your own Improvement Programme.
• Team Presentation – 5 minutes in front of the Board
• Open Discussion forum
• Close
Running this workshop with able assistant Ade Isaac 
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Industrial Cyber Security Consultants and Advisors

• Consultants, Solutions, Speakers, Trainers, Coaches

• Our Teams advise companies in many countries and in most industry verticals.

• Security, Cyber, C2, MES, SCADA, Risk Managament, Governance, Compliance, 

Industrial Networks, Consultancy and Training. 

• 30+ yrs experience in Industrial Information and Control Systems. 

• Board NED Advisor. Director. Chartered IT Professionals.

• CITP, MIET, MISA, MISSA, MinstMC, MBCS, MISA, MISSA, MISACA, MIoD

• Vibert Solutions advises, consults, trains and presents to C-suite, boards, senior 

management or shop-floor teams at manufacturers, offices, integrators, industry, 

CNI and mission critical facilities in all aspects of industrial information and control 

systems security and compliance.

Vibert Solutions Ltd.
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• Surveys and Audits
• Security Framework Developments
• Governance, Policies & Procedures
• Risk Assessments
• Compliance and Framework studies
• Integrity and Access Controls
• Incident Investigations
• Intrusion Monitoring and Prevention (Local and Global Industrial SOCs)
• Command and Control Management (ConOps)
• Vulnerability Management – external links
• Training and Briefings
• Simulation and Strategizing
• Maintenance and Controls 

• …….and ….common sense strategies….. 

Cyber Security Capabilities
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Chair of the Institute of Measurement and Control (InstMC) 
Industrial Cyber SIG – launched this year…..
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Member of the UK Cyber Alliance building the new UK Cyber 
Council funded by Gov UK.

Member of MESA Manufacturing Cyber working group



Vibert Solutions

Nuclear

Cyber CNI

Industrial



Vibert Solutions

Cy
be

r 
Ce

vn
Co

m
m

un
ity

 
Ce

vn
An

al
ys

t 
Ce

vn



Vibert Solutions

https://www.bcs.org/content-
hub/building-up-the-defence/

https://blog.isc2.org/isc2_blog/2017/12/exploring-
industrial-cyber-physical-security-enhancement.html

https://www.tripwire.com/state-of-
security/featured/securing-sme-online-world/

https://pentestmag.com/product/pentest-
pen-testing-scada-architecture/

Recent Papers

InstMC Precision Magazine 2019
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Vibert Solutions in the industry ?
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Who, in your organisation, is personally responsible for Health and Safety ?

Hands Up !!

Who, in your organisation, is personally responsible for Cyber Security?
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Common Sense 
Methodologies
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What is your objective?..

Do you use one or more of these? Are you compliant? Just continuous improvement?

Cyber Standards and Frameworks.. Safety?



Vibert Solutions

Strategy of Improvement Projects and Programmes

• Who needs strategy?

• Balances of ‘Threats/Risks/Impacts’ to ‘Profitable Business Operations’

• Is this part of Business-as-Usual for the Board of Directors?

• Remember – The Bad Guys don’t stop getting better.

• How do you start to improve? – The Staircase

• What products and vendors are useful? – The Jigsaw

• Who will make the improvements? – The A-Team
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Strategic 
Relationships

Test Lab

ICS Hardware ICS Software

Security 
Software

NOC/SOC

Industrial 
Networks

Intelligence

Training 
Centre

Consultancy 
Centre

3rd Party 
Collaboration

AcademiaNational 
Organisations

National 
Cyber Centre

CERTs

Institutes

Associations
Integrators

Industry

Certification 
Partners

Strategic Relationships

Together…. We are Stronger !
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The A-Team
• The Team is the core

• Multi-role people

• Champions (social)

• Champions (technical)

• Financial budget holders

• Key decision makers

• Internal and External members

• Success is not simple
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The Staircase
The Staircase

• Standard procedure not magic!

• Lots of help available internally and externally

• Build partners as integrated parts of the A-Team

• Use common sense and keep learning

• Do not under-estimate the cost of each step

• Must be Director CxO level supported

• Must be aligned to the Corporate Policies

• Climb staircase, then Repeat
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The Jigsaw – products/vendors/partners

• If it don’t fit then don’t just smash it in!

• Understand your requirement

• Review the market

• Keep reviewing and changing

• The market is embryonic in some areas

• Less may be more

• Nothing is perfect – try for “good” first.
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• Surveys and Risk Assessments
• Gap Analysis to Frameworks

• Integrity Controls – whitelisting/lockdowns
• Anti-Malware
• Incident Investigation
• Intrusion Monitoring and Prevention
• Command and Control Management
• Vulnerability Management
• Training
• Simulation
• Maintenance and Controls

Cyber Essentials/SANS top 20/CERT advice/…….common sense .?….. 

Basic Mitigations
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Reach out for help…

https://www.ncsc.gov.uk/guidance/gdpr-security-outcomes

https://www.ncsc.gov.uk/topics/cyber-threats

https://www.ncsc.gov.uk/



Vibert Solutions

ICS Security Books
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securityforum.org/tools/Risk Assessments
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Simulation Games

Order for your teams. Game and/or Events.
cevn@vibertsolutions.com +44(0)7909 992786
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Business Case…….
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Business Case for Industrial Automation 
& Control System (IACS) Security 

Programme

An Approach.

Ade Isaac
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Business Case for IACS Security Programme

• Regulatory Requirements 
• NIS Directive (If in Scope) : Focus on operators of essential services 

(OES) security of supply 
• UK Health and Safety Executive (HSE): Focus on Major accident 

hazard

• Process Safety and Cyber Security
• Traditional hazard and operability studies (HAZOPs) and layer of 

protection analysis (LOPAs) has generally excluded the potential for 
cyber related attacks to cause process safety incidents.

• What if a malicious actor or malicious code were able to enter and 
compromise the control system and safety instrumented system? 
This could result in the loss of three layers of protection based on a 
single initiating event or attack. Such attacks have happened.

• Increased Security incidents involving IACS
• Recent Examples 
• Triconex Safety System on one of “Company XYZ” plant and in the 

program mode similar to the above plant at the time of the incident.

• Why Cybersecurity Management is Important 
• Protect our business from the impact of a cybersecurity incident 
• Potential for cyber security incident to lead to a major accident and the impact to our business will vary 
• However, these impacts need to be understood and managed accordingly if our business is to be able to operate as expected

Recent Example of Industrial Cyber Attacks
• Equipment damage: In 2014, hackers gained access to a steel mill in Germany and disrupted the operation of the 

safety system, causing massive damage to the blast furnace.

• Service Outage: In 2015, hackers infiltrated the control system of a Ukrainian power company and took control of the 
electricity distribution network. Approximately 80,000 homes were left without electricity for up to six hours.

• Potential Plant Explosion: In 2017, Saudi Arabian petroleum plant was hit with malware (Trisis) that tried to cause 
an explosion. The attack which was detected in August 2017, appears to have been designed to cause safety controllers 
to stop working by forcing a malfunction in the ‘Triconex' Safety System i.e. targeting the safety override system, 
which could have caused an explosion that could have destroy the entire plant. 

Source: aeSolutions Integrating ICS Cybersecurity with PSM 
By Cusimano & Gruhn – April 18, 2016
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Perceived “Company XYZ” Cybersecurity Risk – Risk Register

• Regulatory Requirements: Duty holder responsibility is to ensure the prevention and 
mitigation of major accident risk in workplaces.

• The risk shown above is based on the reason that our means of reducing risk of major 
accident often required application of process control and safety system. Therefore, our 
major hazard risk reduction depend on these systems functioning correctly.

• the risk shown can prevent “Company XYZ” from being able to achieve objectives 
stated in their mission statement
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“Company XYZ” IACS Security - Current Position

• IACS Cybersecurity Posture Assessment 
o Typically conducted by External Specialist or competent personnel within 

the company
o Identification and Involvement of Key Stakeholders - This includes, but is 

not limited to: Senior Management| Company Head of HSE | C&I Technical 
Authority | Head of IT | Head of Supply Chain | Head of HR & 
Communication | Head of Security | Legal |Operations Managers | 
Maintenance Manager | C&I Engineers| IT Security Personnel | Third Party 
Contractors

o Assessment carried out based on recognised Cybersecurity Framework. 
Free tools such as US Department of Homeland Security ICS Cybersecurity 
Evaluation Tool (CSET) could also be used 

o Produced Company Overall Assessment Result
o Timeframe typically 1 to 3 months depending on company structure.

• IACS Maturity - Concept/Identification phase 
o Recognise need to protect property, assets, services, or personnel in cyber 

security terms
o Start developing the security program

0

1
Governance

Risk Management

Asset Management

Supply Chain

Protection Policies and
Processes

Identity and Access Control

Data Security

System Security

Resilient Networks &
Systems

Staff Awareness and
Training

Security Monitoring

Proactive Security Event
Discovery

Response and Recovery
Planning

 Lessons Learned

"Company XYZ" Assessment Overall Result Mapped to NCSC CAF 
Assessment

Response Target
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Proposed IACS Cyber Security Programme (CSP) & Strategy
• The aim of the programme is to improve the company cybersecurity capabilities, so that the organisation is better able to manage the risk of cyber 

incidents. Due to the nature of threats, the proposed program is a continuous process.

• This risk mitigation programme will address the cybersecurity challenges the company faces and ensure compliance with HSE/NCSC recommended 
cybersecurity principles. This will be delivered in four parts:

o Part 1: Assess Current Company IACS Security Posture - Complete
o Part 2: Assess and Define – Identifying, Understanding and Managing IACS Security Risks
o Part 3: Design & Implement
o Part 4: Operate and Maintain

Strategy and Asset Selection
• Implement/test the new Cybersecurity Programme – Select an asset

o Prove the programme prior to devoting a large amount of resources / time/budget

• Selection are based on:
o Manned vs Unmanned Installations
o Production Throughput
o Regulatory Inspection (UK)
o Location (Proximity to Society)
o Accessibility & Media attention

• Proposed to test the program at the “Y Site”

• Identify & Implement Good Practice and Quick wins on other assets and carryout preliminary cybersecurity activities on those assets such as 
o Asset Identification
o Document site IACS inventory and Configuration

NIST Cybersecurity Framework
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CSP Part 2: Assess & Define – Resources & Activities
Part 2 Activities

• Establish Governance Model & Reporting Structure 

• Set up organisation for managing IACS Security

• Asset Identification : Asset Inventory, System Architecture Diagrams, Network Diagrams

• Prepare for Risk Assessment: Criticality Assessment, Gap Assessment, Vulnerability 
Assessments, Threat Intelligence

• Establish IACS Security Strategy, Policies, Standard and Procedures

• Implement Quick wins

• Provide Competency and/or awareness training to Key Stakeholders / employees / 
Contractors across all sites

• Carryout Risk Assessments

• Develop Risk Reduction Strategy (time-bound plan) to address any intolerable risks 

Estimate Duration for Part 2

• XXX days

Proposed New Resources Requirements

• IACS Cyber Security Programme Project Engineer
o Recruited or Appointed 

• External Assistance – Multi vendor support

Order of Magnitude Cost Estimate – Part 2

• IACS Cybersecurity Specialist Vendor - ££££££

Source: ISA TR84.00.09-2017



Vibert Solutions

IACS Security Business Case - Conclusion
• The goal is to develop a cost-effective CSP that leverage existing business processes and 

organisation e.g. IT / Operations Processes and Procedures

• CSP is a combination of cross asset activities and individual asset activities 

• Whilst Return on Investment (ROI) is difficult to quantify when it comes to Cyber, the CSP will be 
a fine balance of risk versus cost

• Organisation Resource Requirements: Increased responsibilities for stakeholders, increased 
competency and awareness required, additional resource(s) and funding will be required to 
achieve a CSP.

• The development of a management system for IACS security is a journey that may take months 
or years to achieve

• Overall aim of this Business Case is to obtain commitment, support, and funding for “Company 
XYZ” CSP

Source: IEC 62443-2-1 (Annex B)
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Raising Awareness

Sharing Experience

Cyber Games

Basic Mitigations

Expert Books and Articles

‘Threats
/Risks/ 
Impacts’

‘Profitable 
Business 
Operations’
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Strategy Recap…….
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Security Methodologies
Audits

Lifestyle Change 
Not

Programmes or Projects

Relationships The A-Team

The Stairway

The Jigsaw
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Thanks …… What’s Next….… ????

• What did you learn?

• How can you improve your security?

• What are you going to do next?

• Do you need help? 

• We look forward to being on YOUR Security A-Team.

linkedin.com/in/vibertprofile

Cevn@Vibertsolutions.com    www.vibertsolutions.com    07909 992786

//twitter.com/cevnv
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The Workshop next….
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Practical Industrial 
Cyber Security/Safety 

Improvements Workshop.
Improvement Strategies, Project Engagement Approaches and Integrated Security & Safety Training.
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Company/Team Name: …..

Company/Team Name: …..

Company/Team Name: …..

Company/Team Name: …..

Company/Team Name: …..

Company/Team Name: …..

Company/Team Name: …..

Workshop reference of the Teams/Company Names participating
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Strategy Recap…….
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Security Methodologies
Audits

Lifestyle Change 
Not

Programmes or Projects

Relationships The A-Team

The Stairway

The Jigsaw
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Example Industrial IT System Architecture

TI-E2E
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Your workshop – your company – for your benefit

1. Define your problem! (“Concerned about APT Attacks on Safety Systems”)
2. Define your objectives and timescales 
3. Understand Project Risks and Mitigations
4. Objective Budget Request Reasoning – “Business Benefits  $$$$ ”
5. Strategy for small step proposals (a staircase.) 
6. Build your A-Team
7. Choose Products and Services
8. Identify preferred Relationships and Sources of Learning
9. Measurements of Success
10. Inspiration for Future Steps
Quickly note them on the sheets.  (2 mins per page – 20mins total)

Present them to the room. (in brief   5 mins per team)

Room discusses why it was difficult/easy in the time available. (excluding the obvious) (10mins)

KISS principle. Quickfire. Work Fast. Learn more. Share. Be Positive. Make it fun! It’s a race!
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Your Company Name: ………………………………

1. Define your Security/Safety Problem: …… APT Attacks on Safety Systems

High level of what you think the current security/safety problem is… (You are speaking to Senior Management/Directors/Board)
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Your Company Name: ………………………………

2. Define your Security/Safety Objective and Timescales:

Goal:………………………………..

Timescales:…………………………………..

High level of what do you need to achieve and when (Big chunks but convincing)
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Your Company Name: ………………………………

3. Your Project Risks and Mitigations: 

Risks:………………………………

Mitigations:………………………………..

Accepted Risks:…………………………………..

High level of Major Risks and how you will deal with them (Big chunks but convincing)
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Your Company Name: ………………………………

4. Your Objective Budget Request Reasoning (Why): 

e.g. Why this Project/Program?………………………………

Why this Budget?………………………………

What are the Benefits to the company?………………………………

High level of why you need to achieve the goal, why does it cost so much and what are the benefits to the Board?



Vibert Solutions

Your Company Name: ………………………………

5. Your Program/Project Stages/”Staircase” (Small steps) and Why:

Stage 1: ……………………………….      Why:…………………………………….

Stage 2: ……………………………….      Why:…………………………………….

List key project/program stages and why they are in “a Stage”…
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Your Company Name: ………………………………

6. Your ‘A-Team’ and Why: 

Role1: ………………………………     Why:…………………………………….

Role2: ………………………………      Why:…………………………………….

Role3: ………………………………      Why:…………………………………….

Role4: ………………………………      Why:…………………………………….

List key People/Roles and why they are chosen for this project/program…
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Your Company Name: ………………………………

7. Your ‘Jigsaw’ Products and Services and Why: 

Product/Service1: ……………………………….      Why:…………………………………….

Product/Service2: ……………………………….      Why:…………………………………….

List major hardware/software Components (Services on separate page) you have chosen and why chosen…
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Your Company Name: ………………………………

8. Your proposed  Relationships/Learning names/links:

Learning1: …e.g. Talk to independent Consultants…….      Why:…Impartial Advice…….

Learning2: ……………………………….      Why:…………………………………….

Learning3: ……………………………….      Why:…………………………………….

Chose some useful Learning Resources names/weblinks which will help this improvement plan (Vibert Solutions of course!! )
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Your Company Name: ………………………………

9. Your Measurements of Success: 

Success1: ……………………………….      Why:…………………………………….

Success2: ……………………………….      Why:…………………………………….

How will you measure your success, and what does GOOD look like for your audience?
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Your Company Name: ………………………………

10. Your proposed Future Steps on the next ‘Staircase’ of improvements: 

Step1: ……………………………….      Why:…………………………………….

Step2: ……………………………….      Why:…………………………………….

What are you planning next, e.g. funding and resources to ask for ?
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Open Discussion
What are the biggest challenges?

What are the big successes?

How can we help others?

What more is needed?

What did you learn?

Biggest risks?

Why?
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Thanks and What’s Next….>>>>>>… ????

• What did you learn?

• How can you improve your security?

• What are you going to do next?

• Do you need help? 

• Vibert Solutions look forward to being on YOUR Security A-Team.

linkedin.com/in/vibertprofile

Cevn@Vibertsolutions.com  www.vibertsolutions.com  +44 (0)7909 992786

//twitter.com/cevnv
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Now you are… 
The InstMC/SPE Guardians of The Galaxy !
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Associations, professional bodies and organisations that today support 
the majority of cybersecurity practitioners in the UK together to 
advance:

Progress professional support, and clear guidance for people interested 
in cybersecurity

Opportunity to raise standards, good practice and understanding of 
cybersecurity imperatives, and assure

Impact on the digital transformation of our economy

New UK Cyber Council is DCMS and NCSC Funded for a body towards 
Chartered Cyber Professionals

The Cyber Security Alliance
to create the new UK Cyber Council
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What has Vibert Solutions Ltd. done?
The Business Challenge
Infineum (Exxon and Shell JV) has several Process Controlled(PCS) sites 
around the globe running a variety of vendor control systems. Infineum 
recognised the security enhancement and coordination benefits of providing a 
Global Security Operations Centre(GSOC) bringing together the current site 
security capabilities. 
Vibert Solutions were asked to provide Subject Matter Expertise with both 
Process Control and Cyber Security experience together with Governance and 
Risk Assessment capabilities.

The Solution
Vibert Solutions provided assistance to a range of project challenges aligned 
with the GSOC Program. Tasks such as; to assess current state of compliance 
with industry standards; to act as Customer Subject Matter Expert; to link 
across Process Control, Project Management and Vendor groups; and to 
provide both Technical Design, Governance and Human input based on 
experiences, within highly controlled critical national infrastructures, to the 
Infinium GSOC solution.
The project phase completed with high levels of success and acclaim from 
senior management and is being extended to further plants. 

The Business Challenge
Company has a number of pipeline control systems managed through Control 
Centres in different countries.  The provision of Security and Network 
Operations Centre(SOC) and (NOC) capabilities is essential to ensuring 
security for pipeline operational and safety management. 
Vibert Solutions were asked to provide Subject Matter Expertise with both 
Process Control and Cyber Security experience together with Governance and 
Risk Assessment capabilities.

The Solution
Vibert Solutions provided assistance to a range of project challenges aligned 
with the Company Control Systems Program. Tasks such as; to assess current 
state of compliance with industry standards; to act as Customer Subject Matter 
Expert; to link across Process Control, Project Management and Vendor 
groups; and to provide both Technical Design, Governance and Human input 
based on experiences, within highly controlled critical national infrastructures, 
to the company solution. 

SOS Security and People's University 
Loss of systems, information, knowledge and competitive advantage is a major risk for Norwegian 
companies. Most have thought about the idea of   securing themselves, but unfortunately it usually stops at 
the idea. Assistance was provided for practical cyber security enhancements. The assistance was tailored 
to be suitable for business leaders at all levels who want advice and tips on how to enhance cyber 
security. The work covered a taste of current threats, technologies and services to reduce threats, and an 
introduction to countermeasures and security strategies. 

Assistance was provided for industrial cyber security 
compliance and go-to-market strategies with business plans 
and industrial cyber security market knowledge. 

Assistance was provided for industrial cyber security go-to-
market strategies, website, marcoms and industrial cyber 
security market knowledge. 

Assistance was provided for 
industrial cyber security expertise. 

A Company


