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Assumptions and Definitions
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Securely building a system of systems

A reference architecture for brownfield installations
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Why is a secure architecture important? prosource. i)

Standard way to
access data from
OT systems

Keep OT systems
secure and safe

Vendors will offer a
variety of options —
good, bad and

ugly

It is your data.
Don't just give it
away to vendors!
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Historian Architecture prosource. @’
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Standard Firewall
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[ .
Site Historian Master Historian
on OT Network on Corporate Network

ALLOW SiteHistorian TO CorporateHistorian on TCP 1234
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Next Generation Firewall (NGFW) with DMZ prosource. @)
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Trusted Untrusted

ALLOW OPC-UA.DataWrite
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on TCP 4321

ALLOW OPC-UA.DataWrite
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Unidirectional Security Gateway

Trusted

Site Historian
on OT Network

SELECT *
FROM SOURCE.ALL TABLES
WHERE TIMESTAMP > 5 MINS AGO
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Untrusted

[
Replica Historian
on Corporate Network

INSERT ALL DATA RECEIVED *
INTO DESTINATION.ALL TABLES
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Site Level Architecture prosource. @)
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Site Level Architecture prosource. @)
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Site Level Architecture
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How Good Architecture Defends Against ICS Attacks

Some examples of different malware attacking ICS
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Ransomware

Fle Edat Format View Helr

Greetings!

There was & significant flaw in the security

stem of your company.
You should be thankful that the flaw was exploited by serious people and not some rookies.
They would have damaged all of your data by mistake or for fun,

Your files are encrypted with the strongest military algorithms RSA4896 and AES-256.
Without our special decoder it is impossible to restore the data.

Attempts to restore your data with third party software as Photorec, RannohDecryptor etc
will lead to irreversible destruction of your data.

To confirm our honest intentions.
Send us 2-3 different random files and you will get them decrypted

Sample files we unlock for free (files should not be related to any kind of backups).
We exclusively have decryption software for your situation

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME the encrypted files.

DO NOT MOVE the encrypted files
This may lead to the impos

sibility of recovery of the certain files.

The payment has to be made in Bitcoins.

The final price depends on how fast you contact us.

As sS0ONn as we receive the payment you will get the decryption tool and
instructions on how to improve your systems security

To get information on the price of the decoder contact us at:

Sprotonmall.com
smail.com
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It can be from different computers on your network to be sure that our decoder decrypts everything.
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- : Wana DecryptOr 2.0 s

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on B i 1 Recover My Files?

511672017 00:47:55 Sure, We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

w o But if you want to decrypt all your files, you need to pay.
%ot d You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever,
We will have free events for users who are so poor that they couldn't pay in 6 months
Your files will be lost on
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,
And send the correct amount to the address specified in this window.
After your payment, click < Cnec:. Payment>. Best time to check: 9:00am - 11:00am

FLY Y TV Ry iy Ok ™.

52012017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

1209YDPgwueZ9NyMgw519p7AABisjré SMw

Contact Us
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TRITO N / TRI S I S f%ff U.S. DEPARTMENT OF THE TREASURY

TRISIS Malware DRAGQO

Analysis of Safety System Targeted Malware

For small businesses seeking direct relief from COVID-19, CLICK HERE to learn more about Paycheck Protectic

HOME - NEWS - PRESS RELEASES
PRESS RELEASES

Treasury Sanctions Russian Government Research
Institution Connected to the Triton Malware

Xt

SINCE 2014

+ Unique tool development

oy
+ TRISIS - = . Computing /
+ Custom credential harvesting ' . |

+ Off-the-shelf tools B B g = TI'itOI
+ Qil & Gas, Electric Utilities ~ — ' ‘ i | murd

+ Middle East, North America ’ : it!S SF

+ Virtual Private Server and compromised, legitimate ‘ g | The rogue c(
infrastructure e p 08 | catastrophic
+ European web hosting providers : - ¢ ( e e . East,butthe
' + Asian shipping company L - 210 i | North Ameri
’.. ili i i ion for the oh iono emical Weap
<& Demonstrated capability to exe_cut.e disruptive ICS by Martin Gil 0 at the Prohibit nical
5__‘ attack, such as the 2017 TRISIS incident di : ainst the cc
- ; » o Vi i it \ Triton Malware
A 3 .
- Whicdli T [ T Lgus ~homical facilituin the Middla Fast yuas the dargoh of o cubor
v ; As an experienced cyberﬁrsi responder, “Julian Gutmanis had been called
\ )\ ) plenr\ of times before to help ¢ deal with the fallout
- é' . = B—— cyberattacks. But when the

a petrochemical plant in

made his blood run cold.
'Yy
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Credit for most of the analysis goes to Dragos and FireEye
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Questions?
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