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Assumptions and Definitions
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Purdue Model
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Securely building a system of systems
A reference architecture for brownfield installations
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Why is a secure architecture important?

Standard way to 

access data from 

OT systems

Keep OT systems 

secure and safe

Vendors will offer a 

variety of options –

good, bad and 

ugly

It is your data. 

Don’t just give it 

away to vendors!
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Historian
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Historian Architecture
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Standard Firewall
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Next Generation Firewall (NGFW) with DMZ
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Data Diode
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Unidirectional Security Gateway
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Site Level Architecture
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Site Level Architecture
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Site Level Architecture

25-26 November 2020
Digitalisation of Process Control –

Delivering More Data with Cyber Security in Mind
16

Level 3.5
DMZ

Level 3
Site Operations

Level 2
Area Supervisory

Level 1
Basic Control

Level 0
Field Devices

Sensors Actuators Sensors Actuators Sensors Sensors Sensors Sensors

Workstations

Servers Local
HMIs

Flow computers
PLCs

Actuators

Workstations Workstations

Controllers

Printer

Workstations

Data 
Logger

Local
HMIs

Sensors ActuatorsSensors Actuators Sensors Actuators

Domain 
Controller

Site Historian
Alarm Mgmt 

Server
Engineering 
Workstation

Application 
Servers

Historian 
Forwarder

Alarm 
Manager

Remote Access 
Jump Host

Workstation

Servers HMIs

Remote 
Access Server

Remote 
Access Server

AV WSUS File Transfer



25-26 November 2020
Digitalisation of Process Control – Delivering More Data with Cyber 

Security in Mind
17

Level 3.5
DMZ

Level 4
Enterprise

Level 5
Internet

Level 3
Site Operations

Level 2
Area Supervisory

Level 1
Basic Control

Level 0
Field Devices

Sensors Actuators Sensors Actuators Sensors Sensors Sensors Sensors

Workstations

Servers Local
HMIs

Flow computers
PLCs

Actuators

Workstations Workstations

Controllers

Printer

Workstations

Data 
Logger

Local
HMIs

Sensors ActuatorsSensors Actuators Sensors Actuators

Domain 
Controller

Site Historian
Alarm Mgmt 

Server
Engineering 
Workstation

Application 
Servers

Historian 
Forwarder

Alarm 
Manager

Remote Access 
Jump Host

Enterprise 
Historian

Workstations

Servers

Printers

Workstation

Servers HMIs

Internet

Remote 
Access Server

Remote 
Access Server

AV WSUS File Transfer



How Good Architecture Defends Against ICS Attacks
Some examples of different malware attacking ICS
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Ransomware
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TRITON / TRISIS

20



TRITON / TRISIS

Corporate 

Network

DCS

SIS
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Credit for most of the analysis goes to Dragos and FireEye
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DMZ NGFW prevents 

traffic directly into OT 

networks

Diode prevents 

communication into 

SIS

Each system isolated 

by own industrial 

firewall

Single pathway is 

defendable and can be 

easily monitored

Install monitoring, 

local firewall and 

anti-malware s/w on 

each computer



Thank You!

Questions?

Rob.Rothwell@prosource.it

https://www.linkedin.com/in/robrothwell

@rdrothwell

https://github.com/S3cur1tyH4ggis/ICS-Security-Products/
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